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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

I )£3 Responsive to communication(s) filed on 16 October 2000 . 
2a)D This action is FINAL. 2b)M This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quay/e, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) £3 Claim(s) 1-22 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) IE Claim(s) 1-22 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) ^ The specification is objected to by the Examiner. 

10)IEI The drawing(s) filed on 16 October 2000 is/are: a)D accepted or b)[SI objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

II )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)Q Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) Notice of References Cited (PTO-892) 

2) Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) □ Information Disclosure Statement(s) (PTO-1449or PTO/SB/08) 

Paper No(s)/Mail Date . 



4) □ Interview Summary (PTO-413) 

Paper No(s)/Mail Date. . 

5) D Notice of Informal Patent Application (PTO-152) 

6) □ Other: . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 1-04) 
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DETAILED ACTION 



1. Claims 1-22 have been examined. 

Priority 



2. The instant application claims priority to U.S. Provisional Patent 
Application No. 60/229,336, filed 9 January 2000 and U.S. Provisional Patent 
Application No. 60/210,466, filed 6 September 2000. 



Drawings 



3. The drawings are objected to as failing to comply with 37 CFR 1 .84(g) 
because the margins in figure 1 are outside specification, with 37 CFR 1 .84(1) 
because the lines, numbers, and letters in figures 1-3 are not uniformly thick and 
well-defined, and with 37 CFR 1.84(p)(1) because some of the reference 
characters in figures 1-3 are not plain and/or legible. Corrected drawing sheets 
are required in reply to the Office action to avoid abandonment of the application 
Any amended replacement drawing sheet should include all of the figures 
appearing on the immediate prior version of the sheet, even if only one figure is 
being amended. The figure or figure number of an amended drawing should not 
be labeled as "amended." If a drawing figure is to be canceled, the appropriate 
figure must be removed from the replacement sheet, and where necessary, the 
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remaining figures must be renumbered and appropriate changes made to the 
brief description of the several views of the drawings for consistency. Additional 
replacement sheets may be necessary to show the renumbering of the remaining 
figures. The replacement sheet(s) should be labeled "Replacement Sheet" in the 
page header (as per 37 CFR 1 .84(c)) so as not to obstruct any portion of the 
drawing figures. If the changes are not accepted by the examiner, the applicant 
will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 



4. The drawings are objected to as failing to comply with 37 CFR 1 ,84(p)(5) 
because they include the following reference characters not mentioned in the 
description: figure 1, items 142,149,154; figure 2, items 260,270,280. Corrected 
drawing sheets, or amendment to the specification to add the reference 
character(s) in the description, are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing sheet 
should include all of the figures appearing on the immediate prior version of the 
sheet, even if only one figure is being amended. The replacement sheet(s) 
should be labeled "Replacement Sheet" in the page header (as per 37 CFR 
1 .84(c)) so as not to obstruct any portion of the drawing figures. If the changes 
are not accepted by the examiner, the applicant will be notified and informed of 
any required corrective action in the next Office action. The objection to the 
drawings will not be held in abeyance. 
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Specification 



5. The use of the trademarks Windows®, Windows NT^, and UNIX® has been 
noted in this application. They should be capitalized wherever they appear and 
be accompanied by the generic terminology. 

Although the use of trademarks is permissible in patent applications, the 
proprietary nature of the marks should be respected and every effort made to 
prevent their use in any manner which might adversely affect their validity as 
trademarks. 



Claim Rejections - 35 USC § 112 



The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1-22 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

The term "bearing a relationship" in claims 1 and 12 is a relative term 
which renders the claim indefinite. The term "bearing a relationship to a category 
of hardware" is not defined by the claim, the specification does not provide a 
standard for ascertaining the requisite degree, and one of ordinary skill in the art 
would not be reasonably apprised of the scope of the invention. For purposes of 
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the prior art search, it is being presumed that this term requires a positive 
correlation, however small, between any one attribute of the piece of hardware 
and the level of trust. 

Claims 2-1 1 and 13-22 depend from rejected claims 1 and 12, and include 
all the limitations of those claims, thereby rendering those dependent claims 
indefinite. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 

U.S.C. 102 that form the basis for the rejections under this section made in this 

Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), (2), 
and (4) of section 371 (c) of this title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors 
Protection Act of 1999 (AIPA) and the Intellectual Property and High Technology 
Technical Amendments Act of 2002 do not apply when the reference is a U.S. 
patent resulting directly or indirectly from an international application filed before 
November 29, 2000. Therefore, the prior art date of the reference is determined 
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under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 35 U.S.C. 
102(e)). 

7. Claims 1-22 are rejected under 35 U.S.C. 102(e) as being anticipated by 
U.S. Patent No. 6,609,198 to Wood et al. 

As per claims 1, 10, 12, and 21, the log-on service disclosed by Wood 
requires the user to supply a credential, such as a smart card containing a 
certificate that is associated with a trust level that is used for a single sign-on 
(registration) See abstract and column 4, line 66 to column 7, line 7. A session 
token (an individual signature certificate) is issued to the user that is 
commensurate with presented credentials. See column 3, lines 42-53. 

As per claims 2 and 13, the service may require the user to enter two 
fields, such as a name/password pair. See column 12, lines 52-67. 

As per claims 3 and 14, an additional name/password may be required as 
part of the authentication process, as prompted by the certification authentication 
system. See column 12, lines 31-38. 

As per claims 4, 5, 15, and 16, additional credentials may be acquired by 
the user from a credential gathering service (a personal registration authority). 
See column 16, lines 18-56. 

As per claims 6-9 and 17-20, the additional information acquired may be 
an additional name/password pair. See column 16, line 36. 
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As per claims 1 1 and 22, the user uses a browser to transact with the 
registration system. Browsers are used to view web pages (see column 5, lines 
40-44). 



Conclusion 



8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent No. 5,31 1 ,591 to Fischer discloses access to applications 
using certificates. 

U.S. Patent No. 5,539,828 to Davis discloses the issuing of digital 
certificates on hardware tokens. 

U.S. Patent No. 5,721 ,781 to Deo et al. discloses the issuing of certificates 
in response to a certificate from a smart card. 

U.S. Patent No. 6,308,273 to Goertzel et al. discloses a system for user 
authentication using software tokens. 

U.S. Patent No. 6,367,01 1 to Lee et al. discloses a system for issuing 
personalized certification on smart cards. 

U.S. Patent No. 6,516,416 to Gregg et al. discloses a system for using 
certificates with untrusted networks. 



9. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Matthew E. Heneghan, whose telephone 
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number is (703) 305-7727. The examiner can normally be reached on Monday, 
Tuesday, Thursday, or Friday from 7:30 AM - 4:30 PM Eastern Time. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gregory Morse, can be reached on (703) 308-4789. 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
P.O. Box 1450 
Alexandria, VA 22313-1450 
Or faxed to: 

(703) 872-9306 

Hand-delivered responses should be brought to Crystal Park 2, 2121 
Crystal Drive, Arlington, VA 22202, Fourth Floor (Receptionist). 



Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 
(703) 305-3900. 





July 12, 2004 



GREGORY MORSE 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



